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How does the ONC define a 
Health Information Exchange? 

The electronic movement of health-related information 
among organizations according to nationally 
recognized standards.   

• Requires national Standards 

– Regional health data exchange can occur without 
standards (many examples within state) 

• Data can be from/to EHR’s, Personal Health Records, 
Hospital Information systems, Labs, Pharmacies, 
Public Health databases, Research organizations 



CT - HIE Background 

2009 CT HIT 
Strategic 

Plan 

DPH named 

State HIE 

DPH -  $7.29 Mil 
Cooperative 

agreement  with ONC 

2010 
HITECH,  

ONC grant  

DPH with HIE Advisory 
Committee 

HIE Strategic & 
Operational Plans 

2011 HITE-CT 

Quasi-public 
HITE-CT  

State designated HIE 

RFP & Vendor 
Selection (Axway)  

Policies 
Testing -  HIE 

 

Public and Open Process throughout 



CT - HIE Goals 

The State of Connecticut plans to transform its health care 
system by HITE-CT to improve the quality, efficiency and 
accountability of health care in Connecticut.  

HITE-CT will establish & manage a statewide health information 
exchange to attain substantial & measurable improvements in 
several key areas including but not limited to:  

 

• „ Patient access to health care and their medical records  

• „ Continuity and coordination of care  

• „ Quality of care, medical outcomes and patient experience  

• „ Effectiveness and efficiency of health care delivery  

• „ Public health outcomes 



HITE-CT Strategies 

•  Establish a standards based (XDS) document sharing 
infrastructure 
 

•  Enable Direct secure-messaging for point to point sharing 
(NwHIN compliant) 
 

•  Hosted Service-based environment (Faster establish, easier 

maintain)  
 

•  Phased Implementation  (Both organization & types of information) 
• Publish/Retrieval of medical summaries (Discharge Summaries, 

Transformed Text/PDF), lab results, immunization 
 

•  Grow to include 
• A wide range of services including interfaces to existing provider 

systems & edge systems 
• Other clinical content (Personal Health Records, Quality) 

 



HITE-CT Collaboration with 
eHealthConnecticut (REC) 

– Development of HITE-CT Operational Core 

• Contributions through committee 

– Alignment with REC Meaningful Use Support 

• Exchange of Clinical Summaries 

• Exchange of Laboratory Results 

• Public Health Related Exchanges through HIE 

– REC has Key Role for HITE-CT  

• Strategic Development 

• Deployment planning 

• Education 

• Pilots 

• Implementation 



HITE-CT Collaboration with State Agencies 
– Development of HITE-CT Operational Core 

• Contributions through committee 

– Alignment with Meaningful Use Support 
• Collaborative Infrastructure Development to Support Public Health Related 

Exchanges through HIE Interoperability with DPH MU Related Programs  

– Immunization 

– Laboratory 

– Surveillance 

– Participation in Health Technology Workgroup 
• Charged with providing recommendations to the Health Care Cabinet 

regarding a fully coordinated and integrated approach to the design and 
purchase of technology related to health reform with an eye towards 
integrated architecture 

– Collaboration with eHealthConnecticut and DSS to optimize 
support for Medicaid Meaningful Use Requirements 



HITE-CT Collaboration with Capitol 
Community College (workforce Training) 

– Exploring Opportunities for Collaborative Student 
Projects 

– Technology Laboratory Interoperability 

• Working with CCC to Establish Connectivity from the 
Training Lab to the HITE-CT Test Environment 

• Working with EMR Vendors to Establish Training 
Environments at CCC with Integrated HIE 

– HITE-CT as Prospective Employer 



Primary Care 

Physician 
• EMR 

Labs 
•Orders and 

   Results 

Specialty  

Practice 
• EMR 

HIE 

Community 

Hospital 
 

Government 
• Quality and 

   Efficiency 

• Public Health 

Current State of Connecticut HIE 



CT HIE Stakeholders 



Current State HIE CT 

• 35- 40% Primary Care and specialists have EHR’s (> 
30 types), 30 hospitals (Large # of CIS) 

– Some connect to Labs, Hospital networks usually one way 
interface – none to state level HIE 

– Many are newly adopting / plan to adopt EHR’s which will 
meet Meaningful Use standards 

• Several Regional HIE’s exist, are forming or potential 

– Danbury, Hartford HealthCare, Middlesex, Yale, CCMC, VA 

– HIE’s do not readily interface with each other 

• No HIE’s cross State Line except VA 



What are the Regional HIE in CT 

• Can  connect one hospital (or Integrated Delivery Network) 
with its physicians or with another healthcare entity. 
– Can allow sharing of Hospital lab and other data such as discharge 

summaries, images etc.  

 

– In CT mostly view data in a Portal that you have to sign into separately 
from your EHR.  

 

– Usually have limited capacity to directly interact with providers or 
organizations outside the enterprise that purchased the HIE.  

 

– Should be able to be connected to CT HIE and retrieve and post data 

back and forth to it.  



Connecticut Regional HIEs 



Regional HIE and HITE-CT 

• HIE Bridging and Gateways for Interoperability 

– Cross Community Patient Discovery 

– Cross Community Access of HIE Clinical Content 

– Gateway for Federal and Inter-HIE exchanges 

• Connecting HIE ‘HUB’ to the Exchange 

• Policy Bridging 

 



Organization of HITE-CT 

• Board of Directors – 20 members  

• Executive Committee (subcommittee chairs & officers)  

 

• Legal and Policy Subcommittee 

• Technical Infrastructure Subcommittee 

• Finance Subcommittee 

• Business and Technical Operations Subcommittee 

• Special Populations Subcommittee 



What will the CT HIE contain? 

• Direct Messaging Service (Secure Email – referrals, care coordination) 

• Provider Portal 
– Web or EHR based viewer to post / retrieve clinical documents 

– Initially providers & organizations – future patient connection 

• Clinical Data Repository 
– Healthcare data that is “ mapped and standardized” to national 

specifications (lab is recognized by different EHR’s) 

– Can be on “local” servers and accessed by Record Locator Service 

• Patient and Provider Matching services 
– Assures correct identity of patients and providers across settings 

• Privacy, Security  and Auditing services 

• Management tool 

 



Components by Service 

HITE-CT HIE 
Powered by Axway 

HISP 

STATE AGENCIES 

EMR SYSTEMS 

SINGLE PROVIDERS 

SECURE MAIL 

PATIENT DATA 

REPORTS 



Accelerate HIE Adoption 

• Automated on-ramping 
– Provide portal for HIE members to register based on connectivity options they prefer 

– Create campaigns to target specific groups for on-boarding 

– Track and Manage campaign, gain intelligence on HIE adoption 

 

Provider connections 

• No Tech 
– No implemented EMR or gateway technology 

– Zero-Footprint , browser-based secure web client 

• Low Tech 
– Implemented EMR, no gateway technology 

– Automated End-point integrates with EMR 

• High Tech 
– Implemented EMR and gateway / integration technologies 

– Direct connectivity to HIE hub 
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HIE Standard Policies 

• Establishes practices for information exchange 
in the areas of  

– Security Standards and Practices 

– Privacy Standards and Practices 

– Interoperability Standards 

– Transaction Standards 

– Vocabulary Standards 

– Information Content Standards 

– Standard Operating Procedures 



HIE Standard Agreements 

• Data Use and Reciprocal Support Agreement 

– A comprehensive agreement that governs the 
exchange of health data between participants in 
HITE-CT 

• Common Supporting Consent Language 

• Common Interoperability Requirements 



The HIE for CT will facilitate  
“Meaningful Use” of HIT 

• Allow delivery of labs, D/C summaries to Clinicians 

• Allow “proof” of secure transfer of standardized and 
non-standardized healthcare data between providers 

– CCD, CCR, Labs, Referrals, Care Coordination , Reminders 

• Connect with Department of Public Health 

– Immunization Registry (2012) 

– Reportable Conditions directly from labs 

– Disease surveillance (future) 

• Will remain MU compliant into the future 

– Requirements to use and not just test HIE 

 



How will data get into the HIE? 
• Clinical Information Sources 

– At time of signing off on Note in certified and connected EHR – a 
standardized CCD/CCR is sent to the HIE 

– At the time of transmission of Laboratory Result, standard HL7 Lab 
Message is sent to the HIE and transformed to a standardized 
Laboratory Report Document 

– Future – at time of Immunization Registry Update, a standardized 
Immunization Content Document is updated in the HIE 

• Methods 

– Direct 

– Fully Integrated EMR Standard Document Source 

– Transformation Services 



Primary Care 

Physician 
• EMR 

Labs 
•Orders and 

   Results 

Specialty  

Practice 
• EMR 

• eReferral 

HIE 

Community 
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Government 
• Quality and 

   Efficiency 
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Data Management 

and Access 

Document 

Registry and EMPI 

Document 
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Future State of Connecticut HIE 



Health Systems Infrastructure - Vision 

Patients 

Public Health 

Surveillance 

and Monitoring 

Vital Statistics 

State Agencies 

Medicaid 

Eligibility and 

Claims 

Medicaid 

ePrescribing 

Health-Related 

Program Admin 

Analytics and  

Reporting 

Pharmacies 

Labs 

Payer/Providers 

Research Orgs 
PHIN 

HIE in  

another 

state 

In State 

HIE 



Integrated HIE Architecture 

Visibility 
and 

Tracking 

 
 
 

Secure Data 
Transaction 

Exchange 
And 

Mapping 

Clinical Doc 
Portal 

ID 

  EMPI/RLS 

events 

events 

SSO 
 
 
 
 
 
 
 
 
 
 
 
 
 

                    
 
 
 
 
 

Information 
Protection &  Control 

 

Centralized Member Enrollment, Campaign Management, End Point  and Hub 
Provisioning, Automated  On boarding, and Trust Credentialing. 

Community 

Management 

Identity and Role Provisioning, Certificate Management, Trust Validation, and 
Federation Authentication, and Profile Self Management 

Privacy and Consent Policy Management, Data Loss Prevention, Audit and Reporting 
(ATNA), and Executive Dashboards 

ONC Standards (IHE Profiles), Secure Data Transfers, Ad Hoc, Direct Mail, Policy-
Based, Translation and Mapping Services, Publish and Subscribe. 

State Master Patient and Provider Index Service, Remote Record Locator Services, 
Archiving and Retrieval. 

Trust 

Services 

Data 

Exchange 

Location

Services 

Policy 

Compliance 



DIRECT Secure Messaging 

• Secure Messaging allows providers and users to securely 
exchange any type of clinical information via email 

 

• Solution offers support for both browser-based and email 
client based solutions 

 

• Key Features of Secure Messaging: 
– Simple Web User Experience 

– Easy Self- Registration  

– HIPAA/HITECH Policy Scans 

– S/MIME Cert Management 

 

• In production in hundreds of providers and plans 
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Direct Model Support (Secure Mail) 

Sender Receiver 

• Simple Clientless Secure Webmail Solution For All Users 

• Enterprise Secure Email Solution (including DLP & Policy Filters) 

• Support for Secure Connectivity to 3rd Party Mail Clients & HISPs 

• Certificate Support (S/MIME – Encrypt & Signing) & Validation (OCSP) 

• Full Hosted HISP Model (Direct Email Accounts & Routing) 

 

 



Communications and Data Management 

HITE-CT uses Axways B2B solution is a world class 
communications platform that enables the secure and reliable 

movement of data over the internet 

• B2B supports numerous internet transport protocols 
– Exchange of ANY type of data (HL7, CCA, CCD, IHE Profile) 

– HTTP/s, Web Services, FTP, SMTP, MLLP 

– Hub technology supports content based routing  

– Supports digital certificates, SSL and TLS  

• Mapping and Routing 
– Translation for HL7 v2.x, CCD, CDA and any document type 

– Mapping interface, advanced content –based routing 

• Tracking and Alerting Framework 
– Tracks movement of every document   

– Alerting framework, auto resend/retry, dashboard visibility for HIE traffic 
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Patient Identifiers & Provider Registries 

• State-wide authenticated registry reduces effort to identify providers, patients  

• Improved matching accuracy 

• Tuned algorithms provide the best match  

• Find patient identity and access records more quickly  



Enterprise Master Person Index 

Proprietary and Confidential 33 

Creates Universal ID and correlates data from disparate 

sources enabling a single view of information 

Partner 1 Hospital B  Hospital A 

Integration Layer 

MatchMetrix 

Universal ID:  7891234    Jon Olson    DOB: 06/05/1969    123 Oak St. 

Hospital A  
HIS ID: 5534842 

Hospital B  
PMI ID: 667788 

Partner 1  
EMR ID: 67-309 

Radiology ID: JOI4431 

HIS Radiology 

Jon Olson 

ID: 5534842 

PMI 

John Olson 

ID: JOI4431 

Jonathan 

Olson 

ID: 667788 

EMR 

Jon Olsen 

ID: 67-309 



User Portals (Web EMR, Clinical Viewers) 

• Clinician access to patient records, assists those without access to EMR 

• Enables patient, document query, retrieval (view DICOM images and more) 

• View history of encounters, medication, diagnoses, etc. 

 



Consent (Opt-Out, Break-Glass) 



Security (ID, Roles, Trust 
Framework) 

1. Account, 
entitlement, 

password change 
requests 

submitted. 

2. Approval 
workflow 

initiated, impact 
on target systems 

determined 

3. After security 
policies met, 

target systems 
automatically 

updated 

4. All changes are 
logged for 

security review 
and audit 

• Consistent provisioning of new users 

• Consistently enforced roles and access rights 

• Single Sign-On 

• Certificate Management 

• Issuance, Renewal, Revocation 



Audit/Tracking & Security 

• All activities are recorded (support for ATNA) 

• Full history of all registry changes 

• Full history of transaction history 

• Retention period is configurable 

• Searchable & Configurable audit files 

• Dashboards & Alerts  

• Consistent provisioning of new users  

• Consistently enforced roles and access rights 

 

 

ID Management 

Single Sign-On 

Cert Mgmt & 

Validation 



As Is Model 
• Each hospital connects to everyone  
• Each connection must be maintained, 

upgraded 
• IT Resources required to connect & support 

Connecting Communities Reduces 
Costs 

H 

H 

H 

H 

H H 
Can Be Model 
• One connection to HIE 
• HIE maintains connections 
• Minimal Hospital IT resources 

Mid-Size 

Hospital 



Key MG Features/Functionality for 
2009 

–39 

HIE Internal Operations 

HUB will schedule periodic queries of the XDS for updated CCDs with IZ content 

 

Take collected CCDs w/ IZ and send to State IZ repository. Which will return a 

CCD w/ Summary Data 



How can this Improve Care? 
• Automated receipt & filing of hospital D/C 

summaries, ER visits, image reports from any 
HIE connected hospital into your EHR. 

• Use secure messaging for referring to a 
specialist, receiving data from them or 
coordinating care 

• ER / other providers can access Medications, 
Allergies, Problem Lists and recent treatments 

• Improved care management – longitudinal view 

• Quality/Public Health metrics 

• Care plans (e.g. Vaccine Forecast) 



For more information contact: 
• Lori Reed-Fourquet 

 105 Hammet Rd 

 Coventry, RI 02816 

 203-435-4348 

 lfourquet@ehealthsign.com 

 info@hitect.org 
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mailto:info@hitect.org

